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I. Enterprise Asset Classification 
 

1. Asset Classification Policy  
2. Asset Classification Procedures 
3. Information Classification Policy 
4. Information Classification Procedures 

 
II. Enterprise Compliance 

 
5. Compliance Policy 
6. Compliance Procedures 
7. Disciplinary Action Policy 
8. Disciplinary Action Procedures 
9. Licenses Policy 
10. Licenses Procedures 
11. Policy Violations Policy 
12. Policy Violations Procedures 
13. Right to Search & Monitor Policy 
14. Right to Search & Monitor Procedures 
15. Legal Requirements Policy 
16. Legal Requirements Procedures 
17. Staff-User Conduct Policy 
18. Staff-User Conduct Procedures 

 
III. Enterprise Organizational Management 

 
• Administration Policy 
• Administration Procedures 
• Compliance Policy 
• Compliance Procedures 
• Compliance Exception Policy 
• Compliance Exception Procedures 

 
IV. Enterprise Business Contingencies/Recovery 

 
19. Business Recovery Policy 
20. Business Recovery Procedures 
21. Back-Ups Policy 
22. Back-Ups Procedures 
23. Awareness, Education & Training Policy 
24. Awareness, Education & Training Procedures 
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V. Enterprise Network  
 

25. Network Policy 
26. Network Procedures 
27. Documentation Policy 
28. Documentation Procedures 
29. External Electronic Data Communications Policy 
30. External Electronic Data Communications Procedures 
31. Segregation of Duties Policy 
32. Segregation of Duties Procedures 
33. Separation of Environments Policy 
34. Separation of Environments Procedures 
35. System Logging Policy 
36. System Logging Procedures 
37. System Planning & Acceptance Policy 
38. System Planning & Acceptance Procedures 

 
VI. Enterprise Information Security 

 
39. Information Security Policy 
40. Information Security Procedures 
41. Computer Malware Policy 
42. Computer Malware Procedures 
43. Compromising Security Policy 
44. Compromising Security Procedures 
45. E-mail Usage Policy 
46. E-mail Usage Procedures 
47. External Party Information Disclosure Policy 
48. External Party Information Disclosure Procedures 
49. Information Classification Policy 
50. Information Classification Procedures 
51. Information Protection Policy 
52. Information Protection Procedures 
53. Information Security Assessment Policy 
54. Information Security Assessment Procedures 
55. Information Stewardship Policy 
56. Information Stewardship Procedures 
57. Internet Usage Policy 
58. Internet Usage Procedures 
59. Personal Use Policy 
60. Personal Use Procedures 
61. System Misuse Policy 
62. System Misuse Procedures 
63. Workstation Back-Ups Policy 
64. Workstation Back-Ups Procedures 
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VII. Enterprise Personnel Security 
 

65. Personnel Security Policy 
66. Personnel Security Procedures 
67. Recruiting Internal & External Parties Policy 
68. Recruiting Internal & External Parties Procedures 
69. Training Policy 
70. Training Procedures 

 
VIII. Enterprise Physical Security 
 

71. Physical & Environmental Security Policy 
72. Physical & Environmental Security Procedures 
73. Background Investigations Policy 
74. Background Investigations Procedures 
75. Clean Desk Policy 
76. Clean Desk Procedures 
77. Distributed Processing Policy 
78. Distributed Processing Procedures 
79. Door Locks and Keys Policy 
80. Door Locks and Keys Procedures 
81. Identification Badges Policy 
82. Identification Badges Procedures 
83. Off-Site Equipment Policy 
84. Off-Site Equipment Procedures 
85. On-Site Equipment Policy 
86. On-Site Equipment Procedures 
87. Physical Access Control Policy 
88. Physical Access Control Procedures 
89. Production, Development and Testing Facilities Policy 
90. Production, Development and Testing Facilities Procedures 
91. Property Removal Policy 
92. Property Removal Procedures 
93. Sensitive Areas Policy 
94. Sensitive Areas Procedures 
95. Workplace Safety Policy 
96. Workplace Safety Procedures 
97. Workplace Violence Policy 
98. Workplace Violence Procedures 
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IX. Enterprise System(s) Access 
 

99.             System Access Policy 
100. System Access Procedures 
101. Access Request Documentation Policy 
102. Access Request Documentation Procedures 
103. Application Access Controls Policy 
104. Application Access Controls Procedures 
105. Business Requirement for Logical Access Policy 
106. Business Requirement for Logical Access Procedures 
107. Computer Access Controls Policy 
108. Computer Access Controls Procedures 
109. Data Access Policy 
110. Data Access Procedures 
111. Mainframe Data Access Policy 
112. Mainframe Data Access Procedures 
113. Network Connectivity Policy 
114. Network Connectivity Procedures 
115. Remote Access Policy 
116. Remote Access Procedures 
117. Unattended Consoles & Workstations Policy 
118. Unattended Consoles & Workstations Procedures 
119. User Access Responsibility Policy 
120. User Access Responsibility Procedures 
121. User Access Revalidation Policy 
122. User Access Revalidation Procedures 

 
X. Enterprise System(s) Development & Maintenance 

 
123. System Development & Maintenance Policy 
124. System Development & Maintenance Procedures 
125. Business Process Policy 
126. Business Process Procedures 
127. Change Control Policy 
128. Change Control Procedures 
129. Emergency Changes Policy 
130. Emergency Changes Procedures 
131. System Development & Acquisition Policy 
132. System Development & Acquisition Procedures 
133. Systems & System File Security Policy 
134. Systems & System File Security Procedures 
135. Test Environment Policy 
136. Test Environment Procedures 


